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AirWave: Wireless Operations Managemer

Mobile users break the old peased network managemer

model. Supporting a growing wireless network and an

increasingly mobile user population requires a new, use
centric approach to network management.

New wireless technologies, including 802.11n and mesh architeztkess possible to deliver

wireless access everywhardoors and outdoors, in large warehouses and small rendste offices.
thenewn amrdlesenterprise b e ¢ 0 m et Tsapportebardéicreages for everydnam

the network engineers responsible for managing the infrastructure to the Help Desk staff who answer !
phonevhen users cannot connect

Network Operatatiepartments struggling to keep pace with a rapidly growing mobile user population
too often try to limp along with tools designed for the static wired networks of the 1990s or with proprie
wireless element management systems designed by haalwat® velpdhetwork engineers to
configuréheir access points and controllers. The result: poor network performance and rapidly
increasing support costs.

Mobile usetweak the oftbrtbasedetwork management model. Network Operations can no longer
simplymanage Ethernet ports on the LAN. They need complete and instantaneous visibility to every us
and device: Who is connected? Where are theyNocated? hey properly aut hen
happening in the RF environment? How much bandviadiile isrelzabw much is being used?

Supporting a growivigelessetworland an increasingly mobile user popwitittant adding
substantial IT headcount requiness approach to network managewithimtelljent, userentric
management tools desdyspecifically for a mobile world.

IT needfrue Operations Management Solutiaredittest full range cépabilitie§omrealtime

user and device monitdadr@pmpliance managemdtiese rmnagement solutiongst be

designed forgbntirdT staff, providing etesymmember with the specialized monitoring views and
the detailed information needed for his or M@sjamportant, they must provide complete visibility
and transparency, so IT can see exactly where users are aetWmw iperforming at all times.
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TheAirWave Wireless Management Saitisvareneets this need, giwing a single console from

which to monitor, configure and contetyrewirelessetwork whether you ha@WiFiaccess

pointdrom aisde vendoorfiftythousantViFi, mesh, and WiMax devices Wranmetgof different
providersThe AirWave softwanablentelligent lifecycle management for your wireless infrastructure,
helping yoextend the useful life of your legacy irtinestenen as you migrate to 802.11n and other

critical

new

school districts, healthcare organizatidmstaileecross the worlds e
and control their Aruba, Avaya, Cisco, Erffenasys;, Meru, Motorola/Symbol, ProCurve, Proxim,
LANCOMTrapezeTroposand otar WLAN infrastructlegices The awardinning AirWave software
reduceshe cost of operating your wireless natwpookenetwork performance and reliability for your
end users, and makes your network moréhseagieentralized visibility and contfith AirWwave,

you get

A

> > > >
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Securityhrough automatsaforcement of key policies netidek

t eadirg frarttne 50D eoporatienstd paovidewsivenshias, |

AirWaverage softw

Manageabilind reduced operatingts througheautomation of routine tasks

Visbilityto every user and dewpanning both your wireless and wired infrastructure

Supportabiliby equipping the Help Desk to efficiently handle-usesisswes

Flexibilitto maage multipfroduct generati@mivendors from a single console
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AirWave:6 What 6s New?

800 https://demo.aiwave.com/nf/site?site_id=4f674301-4b47-4ac6-8417-4eba3f7df3a6

q

Location: San Mateo > Borel > AirWave (Floor 5.0)

! Properties ’

Name: CORP\kati...
MAC:  00:17:3F:20:99:68

BW kbps 5 min avg 0
Signal Strength (d8m): 65
- PHY: 119 |

| | Monitor Diagnostic |

| Location
Surveys and Training

d =
R Legend b ‘

The new AirWave Wireless ManageneBsSitnvareeleasesignificantly enhances the amiardng
AirWavsoftware, providing critical new featureddayeéhand faster wireless networks of tomorrow

A 802.11ManagementSupports new 802.11n products from leading hardware providers, so you
can manage your ngetheration infrastructure from the same console as your existing WLAN.

A DedicateHlelp Deskistvs and Incident Manageirravides the Level One and Level Two Help
Desk with automated diagnostics and the specific information they needusereissivesend
quicklyandwithout escalation. Integrates with leading service desk solutions

A Visbilityacrossboththe Wirednd WirelesafrastructuieEnhanced monitoring of not just access
points and controllers but also your routers, switches, authentication servers, and existing
management serveriatilitateomprehensive network analydisnore accurate diagnostics

A Intelligent Capacity Plarinfgl set of reports and monitoring views to help you determine where
your wireless network is approaching capacity so you can manage expansiod oustligently
effectively

A EnhancedirWag Master Consadl@rovides centralized control and visibility for wireless networks
with tens of thousands of wireless dexiediseon a single campus or distributed across the
globe.
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AirWave Management Pla{iihiP)

TheAMPsoftwarés core ofite AirwWave Wireless Management
Suiteprovidingfficient centralized managemgmtirof
wireless infrastructuf@eAMPapplicatiomstalls on
standard PC server hardfaaren an optional hardware
applianden your network operations center. Trsofwite .
communicates with and controls your wireless infrastruc :
standard protocols (SNMP, HTTP, etc.) across a LAN ot~
Mul tiple I T staff Aoause lvebr s -
based interface simultaneously, each with a unique logir :
adninistrative privileges tailorétetspecific job ;
responsibilities.

eno. ans

Key features of the AMP software include:

A Realtime monitoring of every wireless user and dewviceected to your netveitk,
rapid drilown from netwavide to devidevel motaring views.

A Centralizedliscovery andonfiguration managemesftcontrollers and wireless access
points to ensure that your policies are applied uniforthieatiressetwork.

A Archived device configuratiofts intelligent management, auditingesion control.

A Efficient remoteoftwaredistributionto eliminate tirsensuming and eqpoone manual
software update

A Automated compliance auditsitverify the actual configuration of your APstrafiérson
against your policies antbmatitcal y o6r epai r 6. mi sconfigured d

A Multiarchitecture suppofora u t o n o mo, lightwefgfit fi b, Bnd kesh access
points as well as poipqtoint and WiMax devices.

A Intelligent lifecycle managem#mbuglh i r Wa v e 6 s u n gupporgbbth leghcg d  a b
and state of the anfrastructure simultaneously.

A Multivendor supporforwireless infrastructiioen Aruba, Avaya, Cisco, Enterasys, Foundry,
Meru, Motola/Symbol, ProCurve, Préxiipeze, Tropos and ather

A Historical trend reptingwith up to two years of data. All reports are egpartable
customizahland can be distributed automatically via email.

A Alertsand diagnosticthat tell you whpatential problear® detectedlerts can be sent
via email or via SNMP trapsdthar fault management system.
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VisualREocation and Mapping Software

To understand what is happening on your wireless network voui
need to knowhereyour users and devices are |ocatadto
activelynonitor the RF environment in those argasWEve

Wi rel ess Manag eapsicatioputSthis t e 0 ¢
information at your fingedipplaying fully integrated rzuags
locatiomformatiorVisualRF uses sophisticated RF fingerprin
algorithm® accurately display coverage pattdoaculate

the location of every wireless device irBesigd.alVisualRF =
does not require dedicated RF sensors oraalditisthal I
location appliance. &8

=
L/

Key features of tMisualRBoftware include:

A Accuratdocationcalculatiorforeach witess user and device, using RF data from your existing
APsand controllerisocation accuracy increases with higher density, providing more data points to
6triangul ateb6é the | ocation of each device.

A lntegrated 0&Rsentodationiefomdativenever you need it, allowing you to
zoom quickly from a building view to an i ng

A Google Earth integratidor depiction of outdoor coverage and device location.
A RF heatmaps and channel mgeserated on a negaitime basis.

Direct CAD and bulk floor plan impsaving hundreds or thousands défauenfor
organizations with large networks and hundreds of locations.

A Visual display of alerésid error conditionsustomizable on a-pser basi6.e., an AP icuill
display ired when a critical alert is active or when usagesaxutitdrpidefined thresholds).

A Enhanced location accuratyough the continucersalculation BF attenuation grid and device
locatiosbased on retine data from your wireless LAN

FlexibleXML Location ARdr integration with other lodagieed services
A RFID tag trackirfgr enhanced asset management

Flashbased interfactr improved responsiveness and support across leading browsers.
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RAPIDS Rogue AP Dete8lodtware

Unauthorite 6r ogued access points are one of the mo:
widespreaaind serious wirelasggurity thredtsthe — - .
enterpriséVith RAPIDS, you can use your existing act. oo oo v oo o o o )
pointsas sensois 0 6 | unisawa ARBranigeo r
Unfortunately, wireless techniquessiiémoamotdetect
allrogues unless you have-twaliall coverage in every
facility worldwidéhe RAPIDS module uses a unique
combination of discovery techniqueshathyssir
wirelessandwired network infrastructure to find rogues: £ .
matter wherbdy are located. -
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Key features of RRAPIDSoftware include:

A Wireless rogue scanninging your existing
access points (thick or thin) to detect and locate rogue devices within range.

A Wirelineroguediscoveryby polling your routers and swillseswed devices are compared to
RAPI DS6 database of 9, 6fth@mtanmod likelydosbegieo det er n
access points.

A Enhanced correlation of wired and wireless sicapovide you all known information about a
potential rogue in a singtssage.

A Display ofogue locatiomn the VisualRF site teajpelp you quickly locate and remove
unauthorized devices

A Enhanced and expandemjuescoring systenthatassige a score to eapltential rogue
devicéased on multiple fagtelisninatiniglse positive results and helpinfpgus your time on
the most significimieats.

A Automatedigh-priority aleis contairall known information about the rogue, including SSID,
security settings, switch port, etc.

l gnor es 0known 6o ya cad spend yogr tine@ambatirig) seal rogues.
Option to view or ignore-adc deviceslepending on your particular threat environment

Logs IDS traps and aleftem leading infrastructure praviders

> > > >

AirWave Management Clieptional client softwareahaivs RAPIDS to integrate RF data from
wireless enabled PCs for rogue detection even where no wireless coverage is provided.
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AirWave Master Console

As wireless networks expand to encdengassthousands of wireless access points and controllers, yo
need for reime information and centralized control
increases. Large organizations need a management
architecture that scales without sacrificingansibility ——
control which often means distributing the Airwave = w—
Wireless Management Suite softwareltiple servers for OV W N
optimal performance. These servers may be collocatec — o S s
distributed in NOCs artbthe world, depending on the o (

network architecture.

While the AWMS software may be distributed, the AirW === =mmme=
Master Console provides ITondétonsoléormanaging
and monitoring the entire wireless infrastructure.

The AirWave Master Console communicates with each server running the AirWave sofavate, aggregatir
presenting critiaaflormation to provide a single view across the Keyesdtes of théirWave
Master Consdeftware include:

A Centralized netwoskide reporting Any report that can be generated via an individual instance
of Airwave Wireless Management Suite 6 software can be genenaige fietwtik Airwave
Master Consol

A Scalable entralized configuratidnwith increasingly strict requirements for network security
even the most distributed gholbatprises muesntralizeontrol over configuration policies and
security settings. The AirWave Wireless Managenteati@uconfiguration management
capabilities to the AirWave Master Consol e,
then pushed out sysieiae.

A Exective Level ReportirigGeneratelighlevel executive reports depicting the perfaimance
the entire network as agethore detailed reports for groups, locations, or even individual devices.

A Efficient scheduling for local time zoh&chedulesonfiguration changes and software updates
in local time, rather than simultaneously on -wilestemis.

A Manyto-one failover- Providesosteffective highvailabilimanagememthen the AirWave
software is distributed on multiple servers.
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You candt manage whrivihg dgwn aperatianalGastsngpedemgtwdth e key t
performance is to make goud T staffeeseverythinthey need to diagnose and resolve prdblems.
AirWave Wi reless Management Suiteb6s most i mpor
fingertips andto help you quickly teaayuser or device anywhere on your network.

User & Device Monitoring

WithAirWaveyou cafindany user or device on your wireless wetivonie click of a buttand

generateealtime monitoring views that show you

exactly what is happeanimg) how the network is _ _

performing. Navi gat e ysmname corepa (authenticat:;"mrmm g pag
and you SGB(aCtIy how many users are l\:r:;d;;m Ilr;tze;fzoorg;rff?snPMon HQ-BoardRoom far 10 mins

connected to the access point, who those user 2 seen: 4/18/2008 9:09 At on HQHorthezst-Comerbebe for 53 mins

are, how much bandwidth they aré asitg Signal Quality for 00:19:D2:92:08:7C _ Last 1 hour el
you can even compaugrent usage patteimns ”

histoical trends fraime last day, week, month, 5 o

and yeabrill deeper and you esamin&F 20 e

statistics, error ratesl QoS data (voice traffic 12

vs. data) to betterderstanithe FF environment 8:11 8:16 B:21 8:26 8:31 8:36 Bi4l 8146 B:51 B:56 9:01 9:06
and remotetiiagnose problerfeur Level ONe v oo ses  ans

and Level Tvitep Deslcolleaguesanmonitor
individual usekeerifyingheilRF signal strength,
bandwidth utilization, anth tyo years of roaming history.

Historical Trend Reporting

Toassess performance aativork capacity, it is not enough to lockiraenedvorkiatain isolation

You also need trend data dating back months or years to determine how current conditions compare to
previous levels and how changing usage pattanpaota@ywork penfmance.rBprietary management
solutionmayprovide onlyfew weeks of dakee AirWave Wireless Managemens §iuitg/ou nearly

two years of historical data and user roaming Eeit@risas the detailed capacity reports you need to

plan for network expansion or 802.11n upgrades

Location Informadn

Sometimes, to accurately diagnose and resol ve
the RF environment: Are too many users connected to an AP? Is the user in a dead spot? Is there interf
from a neighboring?ARenewAirWae Wireless Management 6pit¢sall this information at your Help

De s k 6 s 1 withautghe costs gb specialized sensors or location appliances.
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The-wiakl es sl rohkte enplenremtex] evernight using a single wirelessiteclevelogy
single generation of products. Instead, wireless access will gradually penetrate all locations over a humt
years, and in most cases will require use of multiple wireless technologiesdfiqutbxédeovesage

Few organizatidmsve the budget or need to

implement wadiwall wireless in all locations
simultaneously. Instead, they deploy first in the locations
where the benefits of mobility and the wireless ROI are
themost clearcut. Additional coverage is then added
accordingptuser demand and business need.

In large organizations,dfdaniprocess may take

many yeaiisspanninqultiple generationsvivéless
technology, from thick APs to thin, from 802.11bg to
802.11a and finally to 802THawireless
infrastructerused in the initial phases of the rollout may
no longer even be supported or sold by the hardware
vendor by the time the project is complete.

An IT organization must have the flexibility take

advantage of the best new technologies as they are

introduceth ut cannot afford to 6rip and r Similadycire 6 e xi
a rapidlyhanging market, IT cannot risktsgtigxclusivelyp any single hardware vendor or product line.

Yet neither can Bfford the tinamd expense of training all staff membersepanaemanagement

consoles for each vendor and for each generation of téasiealdggrganizatioesda multHlayered
management strategiyat enables them to control complex, heterogene&ssoeisstheir entire

lifecyclé driving down support costs while extending the useful life of the network infrastructure. Unlike
proprietary element management systems, the AirwWave Wireless Managemestii@uote fdelivers

e Multiple wirelessarehitt ur es, including 6thindé APs and ¢
pointto-point bridges, and even WiMax

e Leadingvireless infrastture vendors, includingba, Avaya, Cisco, Enterasys, Foundry, Meru,
Motorola/Symbol, ProCurve, Proxim ] feqogos and others.

» Multiplgenerations of technology, dating back to the earliest days of the WiFi industry as well as
most current new products.
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